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[bookmark: _Toc130198017][bookmark: _Toc145334465]Introduction
Before [CORWEN HOUSE ] procures a new supplier or other third party, there is a due diligence checklist in place to complete prior to onboarding. The due diligence process should not only assess a supplier’s financial and operational stability, but also gauge any potential risks they could introduce to our organisation.
Supplier’s and third parties pose numerous risks including information and cybersecurity concerns, operational risk, business disruptions, and compliance concerns. Having a thorough supplier due diligence process that enables successful supplier selection based on risk, can dramatically speed up the onboarding process, while mitigating the chance of data breaches or major disruption.
[bookmark: _Toc145334466]Purpose 
[bookmark: _Toc145334467]The due diligence checklist is designed to be used by healthcare organisations to assess suppliers at the point of procurement or as part of a due diligence process, to make sure digital technologies meet the minimum baseline standards. For supplier’s, it sets out what is expected for entry into the NHS and social care.
This process will be repeated [yearly] after successful procurement and every [year] thereafter. 
[bookmark: _Toc145334468]Checklist
	[bookmark: _Toc130198028][bookmark: _Toc130471740][bookmark: _Toc130198029][bookmark: _Toc130198030]Business Information
	Answer

	Name of the supplier
	 

	Name of the product
	 

	Type of product
	 

	Name of the company representative
	 

	Contact details of the supplier
	 

	In which country is the supplier registered?
	 

	
	

	Contract Information
	Answer

	Are GDPR responsibilities defined within [CORWEN HOUSE ’s] contract with the supplier?
	 

	Has liability in the event of a security/data protection breach been explored and is the practice satisfied with the level of indemnity provided?
	 

	Has [CORWEN HOUSE ] reviewed all contracts with the supplier?
	 

	Has the supplier defined UK GDPR responsibilities in their employment contracts?
	 

	Does the supplier ensure all their employees are DBS checked?
	 

	
	

	Data Protection
	Answer

	Is the supplier registered with the Information Commissioner’s Office (ICO)?
	 

	Does the supplier have a nominated Data Protection Officer (DPO)?
	 

	If yes, please provide name and contact details of the DPO.
	 

	Does the product have access to any personal identifiable data or NHS held patient data?
	 

	Please attach the Data Protection Impact Assessment (DPIA) relating to the product.
	 

	Please confirm that risk assessments, mitigations, access controls and security policies 
have been signed-off by the supplier's DPO?
	 

	Please confirm where the supplier stores and processes data (including any third-party 
products your product uses).
	 

	If the supplier stores or processes data outside of the UK, 
name the country and what arrangements are in place in line with legislation?
	 

	Does the supplier have a risk management process in place?
	 

	
	

	Cyber Security (standard and physical security checks)
	Answer

	Has the developer conducted an external penetration test that included the OWASP top 
10 vulnerabilities?
	 

	Please confirm whether all privileged accounts have appropriate Multi-Factor
Authentication (MFA)?
	 

	Please confirm whether the product has been load tested?
	 

	Does the supplier take responsibility for data security?
	 

	Has the supplier documented its system coding and design?
	 

	Does the supplier carry out security testing on a regular basis?
	 

	Has the supplier taken all of the necessary steps to protect their systems?
	 

	Does the supplier encrypt data that is ‘at rest’ and ‘in transit’?
	 

	Does the supplier in question restrict access to data to authorised personnel only?
	 

	
	

	Rights Information
	Answer

	Is the supplier capable of fulfilling or assisting with a subject access request?
	 

	Is the supplier capable of fulfilling or assisting with other individual rights requests?
	 

	What is the supplier's processing for fulfilling these types of requests?
	 

	
	

	Standards Information
	Answer

	Does the supplier have a Cyber Essentials certificate?
	 

	Does the supplier have a Cyber Essentials Plus certificate?
	

	Does the supplier observe ISO27001?
	 

	Does the supplier observe any other standards applicable to the service offered? i.e. ISO9001, BS10008 as relevant. 
	

	Where the UK Device Regulation 2002 is applicable, please attach a copy of the declaration of conformity and/or certificate of conformity. 
	

	
	

	Insurance Information
	Answer

	Does the supplier in question have cyber insurance coverage in place?
	 

	Does the supplier’s insurance coverage extend to data protection?
	 

	Does the supplier’s insurance coverage extend to breach protection?
	 

	Does the supplier carry professional indemnity insurance?
	 

	
	

	Data recovery and business continuity information 
	Answer

	Does the supplier have a release management policy in place?
	 

	Does the supplier have a clearly outlined and clearly well-defined data recovery policy?
	 

	Does that data recovery policy include relevant protocols to ensure that no breaches 
occur if and when data must be restored?
	 

	Does the supplier have a data backup policy in place in the event of a system 
failure?
	 

	Does the supplier in question have a disaster recovery plan in place?
	 

	What does the supplier’s disaster recovery plan entail?
	 

	
	

	Data breach information
	Answer

	Has the supplier had any previous data breaches?
	 

	What is the supplier's process for managing data breaches?
	 

	What is the supplier's process for informing the practice of a data breach?
	 

	
	

	Audit and reporting information 
	Answer

	Does the supplier in question offer any sort of audit of their services?
	 

	Is the supplier able to demonstrate their UK GDPR compliance?
	 

	How regularly does the supplier conduct reviews of the compliance?
	 

	Is the supplier able to provide an audit report demonstrating UK GDPR compliance?
	 

	Has the supplier in question audited their own suppliers or vendors?
	 



	Due diligence checklist results [Fail or Pass]

	 

	 

	

	Additional Information

	 

	 



[bookmark: _Toc145334469]Review
This process will be reviewed every [INSERT TIME FRAME] or more frequently where the contents are affected by major internal or external changes such as: 
· Changes in legislation;
· Practice change or change in system/technology; or
· Changing methodology.
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